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~ Inwoduction  Mechanisms  Evaluaion  Discussion
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CIA: Confidentiality, Integrity,
Availability

Confidentiality/Privacy

Side/covert channels
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~ Inwoduction  Mechanisms  Evaluaion  Discussion
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Processor Processor
Attacker

Processor

Attacker requires measurement Attacker may be remote (e.g., Attacker may be remote, or be
equipment - physical access over an internet connection) co-located
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Introduction Mechanisms
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... OS paging ...
0x00000000

Virtual memory

Threading,
e OxFFFFFFFF

Process

Memory

Evaluation Discussion

...0S services...

Communication to other processes via
e.g., #include <sockets.h>, send(), recv()
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Introduction Mechanisms Evaluation Discussion
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Programmer Interface Actual Hardware N

[ 2

Compute C oo&' T
OS swaps work Core &,0
Memory on/off \\

L2 Cache

L3 Cache

DRAM (and/or: stacked DRAM, HMC,

Memory Controller

NVMs)

Goal: create a send(), recv() abstraction
using HW contention (= without using the
OS/other sanctioned interfaces)
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Introduction Mechanisms Evaluation Discussion

Send 1 bit in Cache

Cache:
# ways
2
Process 1 A Process 2
(Sender) * (Receiver)
if (send 1’)
repeat N: fill set i
else t1 = rdtsc()
idle repeat N: fill set i
t2 = rdtsc()

If (t2 — t1 > THRESH) read ‘1’
Else read ‘0’
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Introduction Mechanisms Evaluation Discussion

Flush+Reload

sender receiver

E‘S_E_fgdb. glibc.so
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c = cache miss latency A
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L1 DCache
Send Bit
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Introduction Mechanisms Evaluation Discussion
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Hardware Receiver
resource
if (send 1’)
Use resource
else t1 = rdtsc()
idle Use resource

t2 = rdtsc()

if (12 —-1t1>THRESH) read ‘1’
else read ‘0’
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Introduction Mechanisms Evaluation Discussion
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Example
User / Application Firefox browser —,
__ Network + Transport layer
Transport layer TCP Handshakes,
Error correction, etc.

Protocol to —
modulate channel: Link layer Ethernet driver
Prime-+probe (cache) Physical layer
Flush+reload (cache) Hardware layer Ethernet Resource contention

(the channel):

Private cache

Shared last-level cache
RAND unit
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Introduction Mechanisms Evaluation Discussion

AL Demo

lj@fate-host:/home/app/lijing-work$ ./fr-send -f /mnt/lijin
g/home/app/lijing-work/covert-channel-tutorial/build/1j9
Please type a message (exit to stop).

< hello,ucas,2021

< [+]This 1s Flush+Reload Microarchitectual covert channel.
< exit

Sender finished
lj@fate—host:/home/app/lijing—work$ I
EHHRTaEY, Send#HE (%) , jHA, HZizigEHaAXE9

app@fate-host:~/lijing-works$ ./fr recv -f /mnt/lijing/home/a
pp/lijing-work/covert-channel-tutorial/build/1j9
Listening...

> hello,ucas, 2021

> [+]This is Flush+Reload Microarchitectual covert channel.
> exit

Receiver finished
app@fate-host:~/lijing-works$
AT EEN (EL) , RecviiiE (i) , appAF, HEimimHEEH A9
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Introduction Mechanisms Evaluation Discussion
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L2 Cache T

ﬂ Inclusive LLC [LYGHL’15]
Non-inclusive LLC [YSGFCT’19]

- 13 Cache
RAND unit [EP*16]
prAM [PeMsm16] L)

DRAM (and/or: stacked DRAM,
HMC, NVMs)

L1 1 Cache
he banking [YGH’16]

. Shared L3 Cache -
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Introduction Mechanisms Evaluation _
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Problem :
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Mechanisms :
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Results :
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